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riun.rlaaorYu,uo.:a1i6uryfi uavrJgrjfi otuulutlruuavlruilit6ro.in[uv

(b) 4tt
ffl{sia.:irfi otoulunl:!irj6nuulu!1ura!rut!!'t6rola guc uavd,ol:ralru

rionruv urnnufl rgyrraiorjorly,jdrfi ur{o.ifiunmlsjun{!aooriurroia.uauL fl

(6n) 4qlairuu

{q ua:vuufi rfi urfilar:aurynto,:nruv6'orn:vufnn-ln?r!d16,sUro{n? 11}iun.r

aonrYu'uo'!ar:autvfi lour.t'to:nlieirunrruriunlrjaoon-a.uo.l:yr.ru6'olairunr:firr:suruavtdilriruuyrir

01nfruiu1:uav#o ua:vulfitfiurn'uat:autvntornruvdorfioruirfirrtoulu6orn.rurTunltjaooriuto.r

a1:dUrvr?t

(<) railrulru.."z-"*



-si

(<) ra rulrunrauon

rar.j'r u r runr uua nfi n ruy aurur srl#fi8vr61u nr: r{r firdaria ar: au ry r yiol{
:vu!.:rufirfiuriiorrYrrynlulaEar:auryato.uuriyrarda6'orilfiotol uavrJfrl-fiorrlu1u!1uuaur1r'l

rJfrffitornruvoeirrrnirnfn lounr:'t{.iruor!fivrid16'irorSyro uavd'o.rilfiotoltunr:n:vrirfi
-!tnotul'lav L!tuoLr.runl.]uauta.:n v Lou! Lo5u0utu1fil

1411?OVt b

nr::vr13uvr ir,r dar :6uryr6 uacnr:uirar:donr:nrrrtrdt r

(lnformation Asset ldentification and Risk Management)

do u nr::vrJ f,uyrin tjar:aurun ua v n r:uirltr:o'o n r:nrrl rd u.l (lnformation Asset

ldentification Risk Management)

-!b.o fl vt0uuauyrintiar:aurynuavnr:io{unrrla'ua1i6uLyfl (lnformation Asset

lnventory and Information C[assification)

(o) vrvri uuf, uvintiar:aulvfivY{ tilnluladar:auryn (tnformation Technol.ogy lI)
l---.--..- - --is- v- v 4 vv ? u qeu
to u talI'rv5v1JlJvra1n6u (LflttcaL System) fl:0r]vl.r 4 t1Jr.l9rt0u 9r0.i Lfit! n 15nny1tla v!51JlJl{ L14Lllu

florduoeir.lal'rraro

(u) nr:l{rruf; uy:"rrrjar:auryrn (Acceptabl.e Use Poliry: Rup) siolinr:riryuo
J'r ; ^:-- ,gt 0uonnun?1!16ul,r'ruyr010 tnotufluauyt5llurualtu

(En) *uryxnr:6'n:v6'udunrrrL6'uto.l61i6!ryfl nr:ilr{ar:auryn ttavnrrr]lta

a'tl6uLvtrlsr1lr:volut"unruan oi'orfinr:ritruo'lriaoondo.isr']!n11r.tfrolnr:6'ruortrriunlUaoon-u

a1lauryfil0.in&lv

b.b n1: lydun':urf,uluavnaquSlunr:uiyr:donr:orrrlrdu.i (Risk Assessment

and Risk Management Strategy)

(o) nruvfr'0.:o'rr0unr: o-olrifinr:rJ:vriunrrrrf,u.iri.ruo?.rlriun.ilaooriu
1, y e J.a'r5autyfi0u''l.iu0u!ay o n5.i yl50uyt.ia1l4uoltTnln1:fi?lJnl.]uav00{n2!n uav!5u,H{ofl.15

; ;- Z L - ! , !
n11:.rrA u,iyrtnnlu Lounl:U5c rilun2'1:trau{ncn0{n:o!na!ytt1ludu?l0nn6u! $ay14ul u{lunluuonyt-

l#uinr:uioafuauun'r:ri1rf,u{1urvwrynlulaOa'uaur fi 1ro{nruv
da!,,)e(b) nfuv910iu:!u!.!vlvrLJUun?'rl.rLau{Inni.ix6i{n1:!:vutun?urau.: el0.!n?!ntuau0ofl't:Jn1l!5fi1t

w .l qtA \, w j io qe t J i
00n'Dn?'r!l'aui Llr[Uutlls]"D.Juaunl500n1:nl1!Lau.iyrfilyuo L? tl'ac Lraunlu LulJa-!n?1 rdu,:fruo!i!

kitolnruv

b.ql n15u;v1:..,/-d-



b.m n15!i14''l:o-onr:fihiuinr:nruuon (Third Party Management)

(o) nrussioro'lfi unllri'114!oLnruqf dluni'r!riun{!aoon-uar:aurvnlunr:o'o 16on

flfirinr:nrauon:rrlfi{n:c!runr:uavrYuorouilfrrj6lunr:riur:ionr:41#rinr:nruuoniriorar
f,i

ardsrrirucjuiolfiuSnr:fr rfiarrlo.:rir:vuu rvaluladar:aur a uriarucd'o.:frnr:rilauo uavrjrhJrJfrri6
3, *,

1fin:ouna!oaoovr"rr,irildta.lar6nrirutiuavuinr: u,avnr:riraloudar.raa'r:auLufi

,ldr,iu, {. .l fi'u o. rlriun r!a o o fiu

alrautvrfi (lnformation Security) :xtlfi{tonnawol:connr:1fiuinr: (Service LeveI Agreement:

sm) fro{riiur::vduf,cgtur6'u{tfi!3nr:hruuon

b.d n1:lttAn'uioriruuonruriuntdaaofitrriruar:6urvlfl (lnformation Security

Comptiance Management)

(o) oruvdorr,irrfiunr:fior:rur n4r,rrra nn:;riar #rpryruav{ou-rnnfirfiu':dortu

nr:rJflri6lru 6'runrrrrTunrilaoofiu n'rrrlriunrlaooriu nltrrflud'ludr iv61u?uvintirrrflryryr
tr,a.A .Jo \,e

er0.i [ol!nllvrlJr?! uacnluuo Lu!n1:n?uqr.iqua tuu1Jfi n1r]vnluuo Lx

(to ) n ru c fr o r rir v u ol#i n r r rir ri u n r : o : l o 6 o u n r :rJ fr ffr n r r n n u 1 u
ji .i ,

ti'r9r:olua1na ttavt0fl 114uov[fl u11J0.in!nl1!].run.i!a00nu10{61:au[vfi

(m) nruv6'orrirrfiunr: o"orirhifi nr:rJ:cdunrrrraoondo.rriuulu!ru nruriunr

laoon-uar:aurvrrt uavnqrarrufi rfi urtor

u.a nr:rirfiiouafl rgrytJ:v6uj (Artiflcial. Intettigence Governance)

nr:rj'uvrnluladfl rgrgtJ:vGuj (Artifi ciat IntelLigence: nD rLr'[{.:rud'oq'n1in?ua

rirrTuo ua uavnr:rJ:vdunr1ilLeuilun1:d1:cuu nt rrt{'Lunr:'hiuinr: uavnr:rirrfiunr:nrulunruc

Ioanrrqrara n:vvunrnnr:'[d At lu1nfifi :un'rzuan:vvrrio{fieiruldrf,urs.rr,rlo Ioafrolorurnrtr
; , -;

[6u.r9]',r{ 5l tyou LulvolJvruol.D! Lo ttac nl']!!or,oufl5?nao! Lo

b.b nT rfiln'!Buanr:1d{ru:cti!natrsi (CLoud Computing Governance)

(o) nr:ritvn1ula6narrsi!r'l{rrudorfi nr:nrrnr rirriroua uavnr:!:vriunlu

lf,uflunr:rir:cu!na 1?eil{6'lunr:'[viuinr:uavnr:rirriunr:nrulunruc Iounluo:..rr.]aflrvvrlJoln
,.^, ".. y ;

nl: Ltfla't?o Lun'u Lt1jln1lllav Luu5n1:tlavzuanSvvtlJao !a?u Lotauvl.lvl]9] Lou00{n1!n n?l raud

-;rirr 1 1#oq1u:v6'r.rfr uo!iutd uaviorut'orounlroaodd

(ts) nrucaio.igir rfi !n'ni'on'r:uacn?!qln?1tlriua{daoon-uto.:!inr:narrd
vle-';'

nlido tfl1Jti0tla!utvu!na'110910i91'r tu!n'En11]u'ru5n1::nuln?1!!un{!aofinu ttu n1:L'u'r:ua
p 

"-- 4 iro a n'ma'rnoavr0n'r5r110.1 uacnl:err?nao!fhirinr:na,l?rioor.i6!1ra!o

.i
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j
l.t ,tofl cl

n'rr{a.!riualtauM6

(lnformation Protection)

{o ot nr:fl orn'ua1:6ulvrfi (lnformation Protection)

si.6) n1:a?Un!fl 1:t{ril (Access ControL)

(o) nruvpio.:rirrf,rrn1rrililuoauBn1t?i16{tolaLravf,uy:'vrddrfiurto.r fror6'art#i
. - - - J v a o,- - , i.

nlln?!n!Lravii'rrio?vrB rfiorrirfiruavldrruiuvr:-ntiusiacl:vrnfl lou'!'6vd'nnr:hi3uGrvirfr,irriJu

(Need-to-Know Basis) ua vudn n r:1#ivr6vr"rio ud qo rvirfio'r rflu (Principte of Least Privilege) uav

oio.rvrumru !iurj:{ nrrl:crJc L1a1firi11ruo $av0oorrou rfiotrifinrur'rrflul,un1:'l{.i1u

(to) nruvoiorritiunr:rir un!rsr:nr:nx!n:.rn1iLd'rfirriouourgrnl#r{rdrdoXa
- - t)) u ).,

LtaYau :yluy]rflu?10.i fl0$rn1tyl{0u9r?9ru Lou Lr:.r'rsr:n1561111! nllfla0ugr?9turr.tua.:!a0orlu rLav

d ,-q Aa,savi) v Zn0itnltaaalt [u?1Jl1Jnn']5 Ll5uar.r'ruvro LlJu{arLtyrrnult0.i rtu n15 Lt:vlJlJUutju9i?nuua'ru{u00u

(iurn) nr:l{:ra'aairudfinrtLrTunlrJaaoriu uasn'nli1n'or?rdnr:rdrfirsrMJyrlJlyr (RBAC) rdoaonrrri
A va v

tau{01nn1:tlj'tn{ta!a Lou u.r Lo5uauflrlsl

(m) nfuv00{olruun'D Ltl]'Ifl5 n1:rfl'ts atoqladlfifu Lu5v14'11{nl50o tfiul,Lavn1t

ririlru 1oul{rrn:gT unlrr{1:u'afiLuil1!al rfioflo.iriunlrQno-nilJr4iordrfirtoXaloutlkiiuoucgrn
.i , v ii

6'r.b n?1 f.lUn{!aAorIUyt[nU11,0{dUUOatni (Human Resources Security)

sr.b.o n1iai1{n?trriun.rrJaooriuriounl:'jr{1n (Prior to EmpLoyment)

(o) riounr:'jrdrr !na'tn: nrureio.rsirrfrunr:n:roaot4fir.ra"roejrlav 16uouav

n21!L r.r'rya!!O{qnarn:riourirrJn'ffi.:u rdu nr:n:loaou :cffinr:rirlru (Background Check),
4,ul

u:cisro1rrun5t!, atn1fl rlJuou Lfiulro1i6u1nt!nfiunrur].lU tctl.JUlj totin! oiuf,ttll l'|'avn?1!
I ji v )

16u!v[nu?10': l,l.]01J5va{n0v110'r.:

( to ) n ru s eio r e'ir liu n r : : v 1 r.r rir fi a ? r r.r :-! fi o r o ! 6'i u n ? 1 l rTu a.r ! a o fl rYu

a1r6uLylfla.i't!{onna.tnr:d't.i{'tu uavoiolnruqll#aiu.ul'ludonna.in.t::hurnl:iannr:rJ!ri6.rrui
a,
Lnu?!0!nu!0!auavn?1!aut0.!Ftfuu

6,r.b.te n1:ailin?1lrTuniil6oon-u1,u:yfi,j1.tn1r.j.r6'1.r (During EmpLoyment)

(o) nruv 6'o l rit,tuo Lrr.run lifi n o! tu uaya il{n?.tr.r n: vrarjni6'run.lrl rTu n r
o at y

Uaooi'ulffluwarn:nru !uuavlnoanluuonfrrn-u?llol dolld':-unr:afr{nrr o:cfifin nr:1,#nrr:ri
4rn, ld,,o !)e.n15r{n0!:1]9t1un?'lr.t!un{uaofinuaTt6utvtf10u1{a 1[at]0rijurj:vdlouli ouuac o nil rfrolfjunr:

v.!
a51.riruuor:r.rd1un?1 riun.i!aoon"uy1{lqL!oi

(b) nsucaior.../-oo-
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(b) o ruvfrol rirvuon:vu?unisynririti rfi a a.:Iyrufil,drrufir.lrflur,rioav rio

uluuru nr:fnurnrurTunrUaoon-uar:au rrfi uavk ruoi!oiarucfroifinr:riruuo uavdoar:trju-r
jj

una'tn5uav!nnan'tuu0nvtnu1l0{

(*) n ruvoior rirr.ruorro:nr: nr:lfrrj6lruo r n:vu ylnal#n-llnar n: uav
i.i r 4. a,

unoanluu0nfl[nu?10{yr0'rLLJu9r0{ur1J0{'ruLrac n0{ tol!n']:0qtu'rnalnzu!.in!!flJt'1 116vno{lJlu9l

mrlL:v riuuil6otorirn"dun r :rJfr uTstuot n:vovlnao t.irltni.rnio
, .i t)t ;, ,
( <) ri o vr u o o ei o u rai o d o lTv'i ra:' o ua n n r : rufr r fi u r do r rYr n r u liu n r ! a o n n u

ji J.i-Jov, , i--
a1:a!tvtfl !na1fl5uav!nnanlguonvllng?!0{n0{:1un1!4.:ytLnutu t unu!2u!'tuyr:lJ otouyt:11.1

.i.
LOErylUyl LOUtllUtO.:Y"1.:yInfuunlUuO L')

e J r * r ,i
6'r.b.6n n'lIA51.in'1'lrJ1.lUn{!aAOnUl!0AUaO I A L! a U ! LlU A { n 1: ? 1A 1{

(Termination or Change of Emptoyment)

(o) n sucoioreir lflunr r ri1l.1uor'rer: n 1:6i'lxf!! na'r n:fir(uaa ryr nr:rir r ru
)A

ull04100n :011u4fl 1v'in1:v1.1'tu

(to) asuvsio.lr,irrfiunr:rfinnou?vrdnr:rdrfir:vrrar:aurrnuav{oladrn'rgvTufi
t&--c z. -

Ltu nlilJ{ulJfutr.r Lt{'ru ttaruuuunl:nuo!n5 yl[n51J L! tlug]u

(m) nruc6'olfiruuonrvu?ufl 1:uavdoryrr'hirYuuna 1n: L[6v!nnaR'tuuonfi
) v ! 4 < Jtr - .!
tnu?10.!00{nuauy:Ylu110.inotc nu!9tytgtuL0{00n50.iu0auaq:otuauuuua{n150't.t{'luayt6tunl:

r{rfilar:aurvauavo!nrni!:v!?ar.raaliduryrfi do.ronooooourdoS'uaor,rio rr.J6uuru!arnr:{rrvru
o i"

fiufi r,rionr u1u:v uv L?a 1fi rii14u01{

6'r.6n n1:rtti.ifl uliola (lnformation Sharing)

(o) nruvoioro'olirdoraritrirnr:6oriofi'urarj'lulrufrnrunl/rirrilort,a ttacna'r.ti
- ia q r J ,u , .'ec, u u 4 oatfiuv!nl'ru6uL0Lum0{Lou?nu fiontn15noyt'tLtau!5uut.tLrrlutl01Uu L1i0LtLunl5no0lo

j i" -ulvalunlu[ut:a{ a1n0]uasnltl]u

(u) nrucaiers,irriun't:l?inlr.t 6nsrriltio!afirdurdo.:fi'urielnnnrildrunrrrrrYunl

aoorYoar:aurvrnuavltruoiornuvd.:drirrdo6o r{rto.lar6nrirudvSofhiuinr:nruuan ;irvir.ro'oy'r
yJ

{a!ay5o{mn:o.l6runruriun.:tJaoon"u [i.t'ori114uo uu':yrlul'lunr:],unr:rlolniuuaviufion"oonnrl

vt't{ L{t1ro5

n
s.r.d n?1!riun{ aoon"UnlUnl travanltl u?ofro! (physical. and Environmental

Security)
! 44. d - n

6'r.d.o 1rurr00.i!n1ttnu1n?t![unl aoodu (Secure Areas)

(o) nruvriolr,irrfr unr:riruuon'ufi fi fr'orfi nr:inurnlrLriunuJaosrn-a yiodui
v v < - i-a'run.!']u 140{yn.l1u ttavuo.l0otn!0!n:rur]1.1 sl n0{r.tn15fiT14u0110!rt0l 5o!5t?tufrt'olau lqu

uinruo'.1...,/-oo-
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lJlt?tuo.in61? 9to.iun1t!a{nuv1.tn1un111uaunlllan111LL?oa0 gto.i nl:n?!nun15t1t't-00n 5?u0{tl

- va 2 )
n1:t 1:v?{LtaYfl f]911!n1:111n{yluvr

(u) arucaioriolir:Lrn:nr:inurnrrilflunulaooirrdrr.riudud!iri6.:ruuav
- ,t i )o -!1m:n1::nu1n11}]rJunn!a0oruoo.rnto!nat uylalnru ttu fiuuno!fl'ttu0t y0.:Lt:1,1t?05

r I A- a u y4
vo.in?!Fu.r:cl.JU ttacfluvroutn!iaraa'1nil rit,,tuo'lrinr:arrn:lnr:rvro{sro!flnornntor,irvHvrtdiu

, Y , l- - e 4
ouru'l9rtvr'luLl Ltu nllLtugDtJ'lu aluu'lu0 !1101vLlua unu L!14u't 11:o lJuytfln'r5t1r']-00nLlr0

n:?040!u01rua{

(s') oruvrio.ieirriunr:fi osYr:vurrfl r:vir uiu ndo.rrro:tlo (CCW) :vtur6ou
4))a

nu00rLul]or 14:0afuflJ1 rno1]rusr1{ sl uo{nunllrlr'roi Lfru u t9rluo1..rfu1er y:0ttav1.l1otn1:0u sl y]1]

s i 4. - Y
n?1tJt1rl.r1c6!a1UtLJLJ0{nut0 AttacSvu!41:autflfi Loun50!na l\uvaln v{1r1.ro10.ilru?u.i'tu [av

i. - ^ Y e
:v1J1JvlO1tuufl llslUOno0ilJllvnt0{40U1.:U0U 6(0'11.1

(<) ro nar:raiodoflufindoqla uuuvin l (Removabte Storage tr,'tedia) raiodo

riufin{oqanruuon (ExternaI Storage Media) frorkiirnr:o-or6rluanrufifirJaoorYauavldfunr:

n?!ntoua

sr.d.b n11lfun{rJaoon-utolq n:ni (Equipment Security)

(o) qrJn:oioirurvrnlulaa'ar:aurvrfiuacnr:f,0ar:eiorfinr:o-ortuavflorri'ulou
;,, y a. 1eA,!

nlunn !n?1:Juun.i!a 0onu r,J Lt{.lugr0io0 nn l n:tuu14t0y1n15a 0nx1]100 llt000 n14't.in1n Ln:0n

-.a-,i.avovat)an0!fl?Ln0: u:01Jo rnt0{fi1n L!!n'11!n'rL!u00i Lt'11u {.:rt:0una n.:0Un56ufl n'r: lt.i'ruu0nnfuv

rvuual6'r:rullnnfiarir.rauunr:ri1.r1urlo{o!nioid'.i na'rr arufieururrubllf,ruavdolasiorld'iu nr:
A ov -tir:.:inurodrlnn6or rfrolririnr:d"ruLvrnlula0alrauryrt [{mutriodrrriorfior

( ro ) ri o u fi o c d r y rj r u q rl n : ni d n' d o lnfi n {a r a a r r a u rvr n r.ri o rj r q rJ n : ni riu

na'ulrltlyrj 6'oildirnr:o:roaoulrto4adr6'rpuacroileiu?ifiravrdqnaldl drer r,rioliraruou
- Y )"ovi,ocu, , !

:u9rutun?1!au02ux0n1:yryn 114fuu Ln Lo?1nv utall]'D0nnuto at aluuna! 1LtLuon

(m) aruvsr'orrirfiuol.r'rotn'n1i'raluorl n:niruavdoi'o rildorafltrL"ldl{rru lou

inrir n:vlrunr:rira r u{o XafirJa o or"u Ldu nlialdolaulunrxi (Data Wiping) nr:uoriraru

QrJn:nj vionr:ranliraru errr.rudnrrn:orudruaruriunrlaoofier ldorlorrYuhti{olairlr,raoonltj

sr.d nlrfnuln?llriun.rilaoofTudr:aury a ua vdola druun na (lnformation and

PersonaI Data Protection)

6'i.d.o n1i;n1jtFtlurTunltJaoon-a$o{allauLyl6 (lnformation protection)

a'DauLyrfi ro.:n6uc giorldiunr:nr!nrJfrlraloaaoondoiuavL{iuluo1rJrvondu

-tn11!ra!r0.161:a1,JLyrfiyrnfuvn'ti4uo :? 0t00{!n't:niuuo toln.tinl:ii,Do.ialtau[yfitlaun,]iylfiao!

nr:f,6u lrn:nr:'lunr:flolriunr:irluarolar:auryn lrav 1nln.]l'lun1iaufi;oliralua.naulytflLio

lilfinm1.../-oto-
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'[rifi nrT lil'rrfl ulunr:rfr rinurraiot.t'rru

6,i.d.b n1::hu1n?uriunuJaoqn-utolrioXad':urlnna (Security in PersonaI Data

Protection)

(o) rrn:nr:fi rl'r rfl urio nr: fnurnr'ufun.i!aonrYurortorLa ;iruunoa kiuri
- ic

1.r'19llfl1:4',D0{$Au fia0uflltnnu :.rln5n1lflT:!0.:flun1:tl[uat0.r110llaa?u!naa ttac 'r9]ln'r:fl1t
!!i

v )t ' u ) d.. e
6U14:0yt',r6"tuy:0y'r ll4touaa?uunnat!u110t.lau u]a1 't:n5cun?!nnayl LuuLnlta.ito aa2uunnaLo

sioildiunr:rirvuouavrirtr}J6rJF Ioua:ounquirnr:rlorriudrul:cnouril.i "l 1ro.iiv1r!a1i6ulvrflfi
Av

rn u?10{ n! n'n rn!:?1.Jt1! nlt[t ua y n1: ruo Lr.ru?J0!aa?u!oaa [oun1u.!0iya n n1:!0{ nurtia n

(Defense in Depth) uavnl:dlraio.r{oqarirurlnaaloernr:oonuuurravloupirrild'! (Data

Protection by Design and by Default)

(b ) rnfi n fi o n : :r fi rfi a r {o r rYu to ! a d x u! a n a sio r fi n r : do 16 u ua v rl o l rYu

Aov v -i ,i
ryr0 LuaMl00l?0a0!uouuairnu?n!n1l rlr10i L!auutt!a{ LrnLt ut0a1Jtouaa2uunna to

J
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(Recovery for Business Continuity)
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